Sample assessment report

SAMPLE — NOT A CUSTOMER REPORT

Customer Northwind Demo Ltd

Application Northwind Orders (fictional)

Engagement reference SAMPLE-0001

Report version 1

Classification Confidential

Testing window 1 March 2026 to 5 March 2026 (illustrative dates)

This report contains only findings a reviewer has confirmed and released.

Executive summary

This is a sample. Northwind Demo Ltd is fictional. One high finding is shown so a buyer can see the report
shape. No customer was tested.

Engagement and authorised scope

Customer: Northwind Demo Ltd
Application: Northwind Orders (fictional)

Authorised targets and scope
This sample covers a fictional staging site, shop.northwind.example, and its fictional orders API. It is not an
authorised customer test.

Methodology and testing window

Testing window: 1 March 2026 to 5 March 2026 (illustrative dates)

A reviewer would confirm manual web and API checks against the approved scope. This page is a layout
sample only.
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ScnFix Pentest Sample assessment report

Overall risk
critical 0
high 1
medium 0
low 0
info 0

Confirmed findings

1. Object-level access on a fictional order endpoint
Severity: high

Affected asset: https://shop.northwind.example/api/orders/{id}
Source: manual finding

Technical detail
In this fictional API, a signed-in shopper can request another shopper’s order by changing the identifier.

Reproduction
Sign in as shopper A on the fictional staging site and request an order identifier that belongs to shopper B.

Business impact
A normal account could read another tenant’s order in this made-up example.

Remediation
Check that the order belongs to the signed-in shopper on every request.

Evidence checksums: no attachment was cited.

Retesting history

No approved retest results are included in this version.

Limitations, exclusions and disclaimer

Demonstration only. Do not treat any statement in this file as a finding about a real system.

This document is confidential to the named customer. It is not a certification. It includes only findings a reviewer has
confirmed and released. Unreleased observations, reviewer notes and raw scanner logs are omitted.
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